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= ZK PROOF

m PLONK - general-purpose ZKP (" Permutations over Lagrange - bases
for Oecumenical Noninteractive arguments of Knowledge”, Ariel
Gabizon, Zac Williamson, Oana Ciobotaru)

m PLONK uses KATE PCS (trusted setup and elliptic curve pairing).

Marija Miki¢ = Faculty of Mathematics = 4.4.2024.




On PLONK - Polynomials

Let f € Fy[x]. If f(x) =0, for Vx € H, where H = {hy,..., h,}, than

f(x)=(x—h)(x—h2) ... (x—=hp)-t(x) = Zy(x) - t(x). (1)

% Schwartz - Zippel lemma %
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The main idea (Level 1)

Public: H={hy,..., hy}
Marija (knows f(x)): Andrija:

R
z+—TF,
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The main idea (Level 1)

Public: H={h1,..., hs}
Marija (knows f(x)): Andrija:
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From arithmetic circuits to constraint system

Example.a? = b—1
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From arithmetic circuits to constraint system

Example.a? = b—1

System constraints:

Gate constraints: Copy constraints:
(1)L1~R1—01=0 L1=R1
(2)L2+1—02:0 O0,=10L
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From arithmetic circuits to constraint system

Example.a? = b—1

System constraints:

Gate constraints: Copy constraints:
(1)L1~R1—01=0 L1=R1
(2) Lpb+1-0,=0 O =Ly

Li-qu +Ri-qr + Oi-qo, + qc, + Li - Ri - qu, = 0. (2)
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PLONK

From constraint system to polynomials

Define L(x), R(x), O(x):

L(1) =Ly, L(2) = L, R(1) = R1, R(2) = Rz, O(1) = O1, O(2) = Os.

F(x) = L(x)-qL(x)+R(x)-qr(x) +- O(x)-q0(x) +gc (x) +L(x)-R(x)-qm(x)-
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The main idea (Level 2)

Public: H={hy,..., hy}
Marija (knows f(x)): Andrija:

R
z+Fp
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PLONK

KATE (KGZ) polynomial commitment sheme (Level 1)

com(f) — hides polynomial

SETUP
1. s& F,
2. {G, [s]1, [$%]1,-- -, [s¥]1} = CRS (common reference string)
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KATE (KGZ) polynomial commitment sheme (Level 1)

com(f) — hides polynomial
SETUP

1. s& F,

2. {G, [s]1, [$%]1,-- -, [s¥]1} = CRS (common reference string)
COMMIT

com(f) =f(s)- G
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PLONK

KATE (KGZ) polynomial commitment sheme (Level 1)

com(f) — hides polynomial
SETUP
1. s& F,
2. {G, [s]1, [$%]1,-- -, [s¥]1} = CRS (common reference string)
COMMIT
com(f) =f(s)- G
EVALUATION PROOF
z—— > f(z), ™ (proof that is f(z))
f(x) = f(2) = (x = 2) - h(x)

Andrija: com(f) — com(f(z)) = com(s — z) - com(h(s))
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The main idea (Level 3)

Public: H = {hy,..., hn}
Marija (knows f(x)): Andrija:

com(L), com(R)
com(0), com(t)

—com(L), com(R), com(O), com(t)— >
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The main idea (Level 3)

Public: H = {hy,..., hn}
Marija (knows f(x)): Andrija:

com(L), com(R)
com(0), com(t)

—com(L), com(R), com(O), com(t)— >

com(L(z)), com(R(z)

com(0(z)), com(t(z)

—com(L(z)), com(R(z)), com(O(z)), com(t(z))— >
————com(h)————>
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The main idea (Level 3)

Public: H = {hy,..., hn}
Marija (knows f(x)): Andrija:

com(L), com(R)
com(0), com(t)

—com(L), com(R), com(O), com(t)— >

com(L(z)), com(R(z)
com(0(z)), com(t(z)
)

—com(L(z)), com(R(z)), com(O(z)), com(t(z))— >
————com(h)————>

o7
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KATE (KGZ) polynomial commitment sheme (Level 1)

Note that:
m com(A) = com(B) <=>A=B
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KATE (KGZ) polynomial commitment sheme (Level 1)

Note that:
m com(A) = com(B) <=>A=B

m com(A) + com(B) = com(A + B)
m com(f(s) — f(z)) = com(f) — com(f(z)) = com((s — z) - h(s))

com((s — z) - h(s)) = com(s — z) - com(h(s))?!

Elliptic curve pairing!!!
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PLONK

A little bit about elliptic curves and pairings

y2=x3+b

P Q
.-
K—/ R=P+Q
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PLONK

A little bit about elliptic curves and pairings

y2=x3+b

£
Z

R=P+Q

G1, G — subgroup of elliptic curve, G generator of Gy, H generator of Gy

€e: Gl X Gz = GTZ

1) e(P+ Q,R)=¢e(P,R) -e(Q,R)
2) e(P,Q+R)=¢(P,Q) e(P,R)
3) e([a]1, [b]2) = e(G, H)?
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KATE (KGZ) polynomial commitment sheme (Level 2)

SETUP
1. s& F,
2. [s']1,[s]2, i € {0,1,...,n} = CRS (common reference string)
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PLONK

KATE (KGZ) polynomial commitment sheme (Level 2)

SETUP
1. s <5 F,

2. [s']1,[s]2, i € {0,1,...,n} = CRS (common reference string)
COMMIT

com(f) = [f(s)]1
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PLONK

KATE (KGZ) polynomial commitment sheme (Level 2)

SETUP
1. s <5 F,

2. [s']1,[s]2, i € {0,1,...,n} = CRS (common reference string)
COMMIT

com(f) = [f(s)]1
EVALUATION PROOF
m = [h(s)l1

Marija Miki¢ = Faculty of Mathematics = 4.4.2024.




PLONK

KATE (KGZ) polynomial commitment sheme (Level 2)

SETUP
1. s <5 F,

2. [s']1,[s]2, i € {0,1,...,n} = CRS (common reference string)
COMMIT

com(f) = [f(s)]1
EVALUATION PROOF

™= [h(s)la
Finally, Andrija can check:
Q: e(m, [s — z]2) == e(com(f) — [f(2)]1, H)
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